Portland VA Medical Center Institutional Review Board

IRQ Appendix I – HIPAA:  SAFE HARBOR DE-IDENTIFICATION CERTIFICATION FORM 

If this appendix is not being submitted with an Initial Review Questionnaire (i.e., for initial review by the IRB), please complete this section for identification purposes

Principal Investigator:       
Project Title:       
In order to be exempt from HIPAA, each of the following identifiers of the research subjects or of their relatives, employers, or household members must be removed prior to disclosure.
Note:  Scrambling of names and social security numbers is NOT considered de-identifying health information for the purposes of the VHA Privacy and Release of Information Handbook 1605.1.

By completing this form, you are certifying that, as the principal investigator of this study, and on behalf of the research team assisting you, neither you nor your research team will disclose the following subject identifiers from any health information obtained for use in the research study to which this form applies.

Review and verify that the following data elements will not be disclosed by checking each element. 

 FORMCHECKBOX 
 Names

 FORMCHECKBOX 
 All geographical subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of the zip code if according to the current publicly available data from the Bureau of the census: a) the geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and b) the initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000.

 FORMCHECKBOX 
 All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older.  

 FORMCHECKBOX 
 Telephone numbers

 FORMCHECKBOX 
 Fax numbers

 FORMCHECKBOX 
 Electronic mail addresses

 FORMCHECKBOX 
 Social security numbers

 FORMCHECKBOX 
 Medical record numbers

 FORMCHECKBOX 
 Health plan beneficiary numbers

 FORMCHECKBOX 
 Account numbers

 FORMCHECKBOX 
 Certificate/license numbers

 FORMCHECKBOX 
 Vehicle identifiers and serial numbers, including license plate numbers

 FORMCHECKBOX 
 Device identifiers and serial numbers

 FORMCHECKBOX 
 Web Universal Resource Locators (URLs)

 FORMCHECKBOX 
 Internet Protocol (IP) address numbers

 FORMCHECKBOX 
 Biometric identifiers, including finger and voice prints

 FORMCHECKBOX 
 Full face photographic images and any comparable images

 FORMCHECKBOX 
 Any other unique identifying number, characteristic, or code.

Investigator’s Assurances

1. I certify the protected health information (PHI)( received or reviewed by research personnel for the research project referenced above does not include any of the 18 identifiers listed above of the research subjects or of their relatives, employers, or household members.

2. If I assign a code or other means of record identification, in order to allow information       de-identified to be re-identified:
a.  The code or other means of record identification is not derived from or related to   information about the individual and is not otherwise capable of being translated so as to identify the individual, and

 b.  I will not use or disclose the code or other means of record identification for any purpose other than re-identification, and 

 c.  I will not disclose the mechanism (algorithm or other tool) for re-identification.

3. Before I allow a code to be used to re-identify this information, 

 a.  If the purpose of the re-identification is within the scope of the original research protocol, I will obtain approval of an amendment from the IRB and comply with the requirements of HIPAA; or

 b.  If the purpose of the re-identification is outside the scope of the original protocol, I will submit a full New Study Application, obtain IRB approval, and comply with the requirements of HIPAA.

4. I have completed and attached a data use agreement entered into with any individual(s) and/or sponsor(s) outside the VHA covered entity to which this statistically de-identified information will be disclosed.  

5. I understand that the code or other means of record identification must not be disclosed to non-VHA entities.  

Principal Investigator/ Responsible Investigator (if applicable)
                 Date

Return to the Initial Review Questionnaire
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