DATA USE AGREEMENT

AGREEMENT FOR EXCHANGE BETWEEN VETERANS HEALTH

ADMINISTRATION (VHA), INSERT SENDER’S NAME  at PORTLAND VA MEDICAL CENTERRECIPIENT’S NAME  AND   at INSERT ORGANIZATION, AGENCY, UNIVERSITY OR COMPANY NAME 
1. This Data Use Agreement is entered into as of this ## day of month, 20##, by and between sender's name at the Portland VA Medical Center (herein the PI), and name of recipient (herein the Recipient) at agency, organization, university or company.

2. WHEREAS, the PI and the Recipient are committed to compliance with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and its implementing regulations at Title 45 Code of Federal Regulations (CFR) Parts 160 and 164 (December 28, 2000, as amended on May 31, 2002; August 14, 2002; and February 20, 2003); and

3. WHEREAS, the purpose of this Agreement is to satisfy the obligations of The PI
under HIPAA and to ensure the integrity and confidentiality of certain information Disclosed by the PI to the Recipient, in the form of a limited data set, as defined in Standards for Privacy of Individually Identifiable Health Information (“the HIPAA Privacy Rule”) at 45 CFR 164.514(e); and

4. WHEREAS, the PI and the Recipient acknowledge and affirm that a limited data set is still considered protected health information (PHI) and does not meet the standard for de-identified information, as both terms are defined in the HIPAA Privacy Rule; and

5. WHEREAS the Recipient acknowledges and affirms that the limited data set is requested for and will be used for research only; and

6. WHEREAS the parties acknowledge and recognize that VHA may not disclose the limited data set to the Recipient until the parties execute this Data Use Agreement which complies with 45 CFR Section 164.514(e)(4)(ii).

7. The parties therefore agree as follows:

a. Identification of the Limited Data Set

(1) The only individually-identifiable health information that the PI will

disclose to the Recipient shall be the following information: 
Insert information identifying and describing the limited data set. The information may not contain any of the following: name, address (other than town or city, state, or zip code), phone number, fax number, e-mail address, Social Security Number (SSN), medical record number, health plan number, account number, certificate and/or license numbers, vehicle identification, device identifiers, web universal resource locators

 FORMTEXT 
 (URL), internet protocol (IP) address numbers, biometric identifiers and full face photograph images. 
(2) The information described in the preceding paragraph qualifies as a limited data set under 45 CFR Section 164.514(e)(2).

b. Who May Use or Receive the Limited Data Set. In addition to the Recipient’s access, the following individuals and/or entities will also have access to or use the data as required by the protocol (attach another sheet if additional space is needed):

	Name
	
	Title
	
	Location

	     
	
	
	
	     

	     
	
	     
	
	     

	     
	
	     
	
	     

	     
	
	     
	
	     


c. Permitted Uses and Disclosures. The Recipient is permitted to use and disclose information derived from the Limited Data Set only as outlined in the research protocol.

d. Conditions on Use and Disclosure. The Recipient agrees to the following:

(1) The Recipient shall not use or further disclose information derived from the limited data set except as permitted under paragraph 3, or otherwise required by law;

(2) The Recipient shall use appropriate safeguards to prevent use or disclosure of the information outside the conditions set forth in this Data Use Agreement;

(3) The Recipient shall report to the PI any use or disclosure of the information not provided for by this Data Use Agreement to which it becomes aware; 

(4) The Recipient shall ensure that any of its agents, including a subcontractor, to whom it provides the limited data set described in this Data Use Agreement, agrees to the same restrictions and conditions that apply to under this Data Use Agreement; and

(5) The Recipient shall not attempt or otherwise re-identify information derived from the limited data set and/or contact the individuals to which the limited data set applies.

8. Insert the disposition of the data after the research is completed. Include both the initial data received, any new data that were generated based on the data that were originally transferred, and any data repositories created from the original data.
9. In this section describe how you will maintain an auditing of the activity of the data.
10. On behalf of both parties the undersigned individuals hereby attest that they are authorized to enter into this Agreement and agree to all the terms specified herein.

	Sender’s Name


Date

Sender’s Title
Sender’s Facility Name

	
	Recipient’s Name


Date

Recipient’s Title
Recipient’s organization, agency, university or company 


	Michael P. Davey, M.D., Ph.D.
Date

Associate Chief of Staff, Research Service

Portland VA Medical Center


	
	Scott Griffin



Date

Information Security Officer

Portland VA Medical Center

	Phillip Cauthers


Date

Privacy Officer

Portland VA Medical Center
	
	James Horner


Date

Chief Information Officer

Portland VA Medical Center


	[image: image1.emf]
	RESPONSIBLE RECIPIENT AND PROJECT INFORMATION SHEET

	RECIPIENT INFORMATION

	A. RECIPIENT NAME


	B. CONTACT NAME (if same as item A, enter “same”)

	     
	     

	C. PHONE(S)
	D. E-MAIL(S)
	E. ORGANIZATION

	     
	     
	     

	F. PROJECT IDENTIFICATION
	G. PRIMARY OR SECONDARY FUNDING SOURCE

	     
	     

	PROJECT INFORMATION

	H. PROJECT TITLE
	I. PROJECT COMPLETION DATE

	     
	     

	J. DATASET REQUESTED
	K. DATASET RETENTION DATE REQUESTED

	     
     OTHER

          
	     

	
	L. TYPE OF DATA REQUESTED

     PATIENT IDENTIFIABLE      FORMCHECKBOX 

     AGGREGATE                        FORMCHECKBOX 



	M. COHORT DEFINITION (Brief)

	     

	N. ANALYTIC LINKS (e.g., by variable x to dataset y)

	     

	O. DOCUMENTATION PROVIDED

           IRB   

     APPROVAL           FORMCHECKBOX 

     NO APPROVAL     FORMCHECKBOX 

     NOT REQUIRED   FORMCHECKBOX 
    
	ANALYTIC GOALS

     STUDY PROTOCOL      FORMCHECKBOX 

     OTHER

          

	Q. COMMENT:

	     

	P. REQUEST APPROVED
	R. APPROVAL SIGNATURE (ASSOCIATE CHIEF OF STAFF)
x

	 FORMCHECKBOX 
 YES      FORMCHECKBOX 
 NO
	


Recipient initials all items. By initialing each item you are indicating agreement. Please append a signed and dated page to note exceptions or non-applicable items. 
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a. I agree that the data provided (herein the data) will be used solely for the purpose of independent assessment and improvement of care for veterans. _______
b. I agree that unless otherwise amended in this document, the individuals with access to the data are listed in item 7 of the agreement. _______ 

c. I understand that the data will be available until the retention date specified in the DUA. _______  

d. I agree to create the appropriate administrative, technical, and physical safeguards necessary to protect the confidentiality of the data and to prevent unauthorized use or access to the data. _______
e. In the event that the data is used by a contractor, I agree to monitor compliance with Federal and VA privacy and security requirements. _______
f. I agree to destroy the data after the approved retention date and to notify the PI, in writing, of the destruction. _______
g. I agree that all ensuing reports, publications and presentations that are derived from use of these datasets will recognize the contribution of the PI as a co-author, unless the PI declines this status. _______
h. I agree not to identify any entities, either directly or by electronic linking the data to outside data sources, including specific networks, hospitals, specific hospital services or clinics except as stated in the DUA or with the express permission of the PI. _______
i. For non-VA research, I agree to provide the PI a copy of the relevant project IRB approval or IRB exception. _______
j. I agree to provide the PI a written description of the study protocol or intended analysis. _______
k. I agree that data received will not be used for any research funded by non-VA sources (primary or secondary) unless specifically approved in writing by the PI. _______
l. I agree to submit a report as required in item 9 above to the PI detailing all use of the data during the prior year and uses planned for the coming year. _______
I have read and agree to all the terms and conditions and policies described in this VHA Data Use Agreement. 
______________________________________
Recipient Signature 
    

Date 
