AGREEMENT FOR THE TRANSFER VA DATA

WITHIN VHA

BETWEEN INSERT SENDER NAME at PORTLAND VA MEDICAL CENTER  AND INSERT RECIPIENT NAME  at INSERT FACILITY NAME 
Conditions for the Release of Department of Veterans Affairs Data
A. Insert Recipient Name and Facility  (herein the Recipient) agree to observe the following conditions in the use of VA data.


1.
Recipient agrees that the data provided (herein the data) will be used solely for the purpose of Insert the purpose of the data sharing.


2.
The use of this data will be Describe all specific uses of the data including name of the research protocol in which they will be used, OR if the use is preparatory to research, describe the intended preparatory activity and potential research project 
B.
Recipient is designated as custodian of this data and will be responsible for the observance of all conditions of use and for establishment and maintenance of appropriate administrative, technical and physical security safeguards to prevent unauthorized use and to protect the confidentiality of the data.  If the custodianship is transferred within the organization the Recipient agrees to notify Sender’s Name (herein the PI) within (15) days of any change.

C.
In addition to the Recipient’s access, the following individuals and/or entities will also have access to or use the data as required by the protocol (attach another sheet if additional space is needed):

	Name
	
	Title
	
	Location

	     
	
	
	
	     

	     
	
	     
	
	     

	     
	
	     
	
	     

	     
	
	     
	
	     


D.
Authorized representatives of the Department of Veterans Affairs and Office of Inspector General will be granted access to premises where the aforesaid file(s) are kept by the Recipient for the purpose of confirming that the Recipient is in compliance with security requirements.

E.
A number of VA directives exist to instruct employees on the proper handling of confidential and Privacy-protected data. These include, but are not limited to, VA Handbook 5011/5, Chapter 4, (Alternative Workplace Arrangements), Security Guideline for Single-User Remote Access, Revision 3.0, VA Directive 6500, “Information Security Program,” VA Directive 6504, Restrictions on Transmission, Transportation and Use Of, and Access to VA Data Outside of VA Facilities and VA Directive and Handbook 6502, “Privacy Policy”, VHA Directive 1605, VHA Handbook 1605.1 and 1605.2, and VHA series 1200 Handbooks.

F.  In this section describe how the data will be transferred, (i.e., electronically using email and PKI encryption, CD/DVD with encryption, FedEx/UPS with tracking, etc) and the methods that you will take to secure the transmission of the data. 
G.
In this section describe how you will maintain an auditing of the activity of the data.
H.
No effort will be made to re-identify data that are de-identified, which includes unscrambling social security numbers to reveal the real social security numbers.

I.
Insert the disposition of the data after the research is completed. Include both the initial data received, any new data that were generated based on the data that were originally transferred, and any data repositories created from the original data. 
J.
In the event that an employee, Recipient or other user of data covered by this agreement, loses confidential or Privacy-protected data or the data is stolen or removed from designated locations or used or disclosed for purposes other than outlined in this agreement, the employee or Recipient must report the incident immediately upon discovery of the incident to their facilities ISO, Privacy Officer, to the employee’s or Recipient’s immediate supervisor, and to the PI of the data.  If the data is from a data repository, the Recipient must notify the repository administrator (if different from the PI), it is then the responsibility of the repository administrator or PI to notify the IRB(s) having oversight responsibility for the repository in accordance with the repository SOP.   Senior management should be informed immediately by the supervisor, who will further inform those in the chain of command.  Incidents internal to VA must be reported to the VA-NSOC (National Security Operation Center) within one hour of the report of the incident.  The incidents should be reported to the VA-SOC via the Information Security Officer (ISO) or designee at the Recipient’s facility, and entered into the Privacy Violation Tracking System (PVTS) by the Privacy Officer at the Recipient’s facility.  In turn the Recipient’s facility ISO will report to the US-CERT (Computer Emergency Readiness Team) the information regarding the incident reported to the VA-NSOC and in PVTS within the hour timeframe.  A distribution list (VHA REPORTS TO US-CERT) has been established for use by the facility ISO in reporting all incidents involving personally identifiable information via Exchange, and includes the key VHA representatives that need to be notified as well as the VA-NSOC.  


K.
Failure to comply with VA policy and regulations pertaining to Cyber Security and safeguarding confidential and Privacy-protected data may violate Federal law. Some of these laws carry civil and criminal penalties.

L.
None of the Department of Veterans Affairs data, any data extracted or derived from this transfer, or other data files provided by the Department of Veterans Affairs, will be released to any other organization or individual external to the Recipient’s organization without approval of the PI.  In addition, the Recipient’s organization will not publish nor release any information that is derived from the file that could possibly be expected to permit deduction of a beneficiary’s identity.  Infractions will be subject to prosecution under federal law.

On behalf of both parties the undersigned individuals hereby attest that they are authorized to enter into this Agreement and agree to all the terms specified herein.



	Sender’s Name


Date

Sender’s Title
Sender’s Facility Name

	
	Recipient’s Name


Date

Recipient’s Title
Recipient’s organization, agency, university or company 


	Michael P. Davey, M.D., Ph.D.
Date

Associate Chief of Staff, Research Service

Portland VA Medical Center


	
	Scott Griffin



Date

Information Security Officer

Portland VA Medical Center

	Phillip Cauthers


Date

Privacy Officer

Portland VA Medical Center
	
	James Horner


Date

Chief Information Officer

Portland VA Medical Center


